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Seamless Update Whitley ICX-LCC — BKC Release

Intel announces the release of the Seamless Update Best Known Configuration (BKC) package. This
release was tested on the Wilson City CRB running Fedora operating system on the Ice Lake LCC
processor.

The BKC consists of an update package and associated report, published on a regular basis, for the
Wilson City reference platform. The BKC package includes UEFI Firmware and Management Engine
Firmware (SPS). BKC testing is designed to verify the interoperability of the various firmware and driver
components which have already undergone extensive individual validation.

By downloading this BKC package, customers can be confident that they have the very latest revisions
of all reference platform firmware and software, and that those components work together.
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Seamless Update Whitley ICX-LCC - BKC Release Key Notes

- BIOS capsule upgrade test from D31 to D32 and downgrade test from D32 to D31 have been verified in this release.

- uCode capsule upgrade test from uCode 0x30 to 0x31 and downgrade test from uCode 0x31 to 0x30 have been verified in this
release.

- SPS capsule upgrade from SPS 0x29 to SPS 0x44, and downgrade from SPS 0x44 to SPS 0x21 have been verified in this release.
- SPS upgrade and downgrade test have been covered for both single capsule and dual capsule method.
- OOB update of SPS, Microcode and BIOS seamless update flows have been verified in this release.

- It's a known issue that to verify OOB updates on Linux need to disable the TPM(refer instructions below)
TPM disable steps

. Run the following commands on Linux shell:
1. ls /sys/bus/platform/drivers/tpm_tis # find the device name in “xxxxxxx:xxx" format, such like “IFX0762:00"
2. echo IFX0762:00 > /sys/bus/platform/drivers/tpm_tis/unbind #use the device name you see to replace IFX0762:00
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Seamless Update Whitley ICX-LCC — BKC Release New Sightings®

*Sightings found during BKC validation

18011069381 Sending various commands to ME during seamless update make ME be in RCV after seamless update after switch to BMC Under Investigation

14011432506 BSP FatalError at POST - Major Code 0x3D, Minor Code Ox1 Under Investigation
1507952161 [Seamless][Memory] Can Not change Reserve Memory Size Under Investigation

Par Definiti
Planned fix This known issue may be fixed in a future BKC release.
Fixed in XX BKC The issue is fixed on XX BKC.

Under Investigation  The sighting is under investigation. It may not be a defect.
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Existing Sightings*

*Sightings found during BKC validation

Whitley ICX-SP — BKC Release

1507815978 Disable “Serial Debug Message Level” could NOT work, still have serial logs print Under Investigation

14010832509 Platform hangs OOB loop memory issue leads to BMC kernel panic Under Investigation

Par Definiti

Planned fix This known issue may be fixed in a future BKC release.
Fixed in XX BKC The issue is fixed on XX BKC.

Under Investigation The sighting is under investigation. It may not be a defect.
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Whitley ICX-SP — BKC Release ClosedSIghtlngS*

16010804221 BMC_RemoteControl_PowerOnOff Through WEB_O Override System Boot to Menu Not Working Under Investigation
1507871657 [Microcode Update] The microcode revision in SMBIOS is not consistent with the microcode revision in used Planned Fix

22010271035 Invalid seamless update capsule signing does not generate an EventLog entry Under Investigation
16010743708 BMC sensor log shows Critical errors for "CPU 1 & CPU2 " VR during the OOB SPS upgrade/downgrade Under Investigation

2209880557 OpenBMC Redfish always report BIOS version 00.00 on seamless systems Under Investigation
Par Definiti
No fix There are no plans to fix this issue.
Fixed This known issue has been previously fixed.
WA There is a workaround available for this issue.
Rejected Investigation identified not a defect or not reproducible.
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Seamless Update Whitley ICX-LCC - BKC Release ~ EE TS CEMTE
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Seamless Update Whitley ICX-LCC — BKC Release SPHEE O

CPLD 0x03
IFWI 2020.15.2.02.1507_0014.D32
BMC WhitleyOBMC-wht-0.53-0-gc84022-a6da583
SPS Capsule 29_44 Single_Dual
BIOS Capsule 14D31_14D32
Microcode Capsule RO_0x30_0x31
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Seamless Update Whitley ICX-LCC - BKC Release [l Cons
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